NCAH PORTAL CVB QUICK REFERENCE GUIDE

Working with Digital Signatures

Where were changes made in the 10/25/2017 version?

1. Pages 6-8 - Additional guidance was added regarding working with oversized documents (i.e. labels)

Where were changes made in the 6/23/2017 version?

1. Page 2 - Section was added regarding viewing headers and footers if in Read Mode or Web Layout.
"You also may not be able to view headers/footers (including the signature panel) if the document is in Read
Mode or Web Layout. To check, go to the View menu, and ensure you are in Print Layout"
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Working with Digital Signatures

The CVB applies digital signatures to PDF and Microsoft Word documents as part of official regulatory
correspondence. This User Guide explains the mechanisms behind digital signatures and provides tips for saving
digitally signed documents for archive.

A word about digital signatures

Digital signatures perform two distinct functions:

* Confirm the identity of the signer
* Ensure the document has not been not altered since signing

They have authenticity only in digital form because the authenticity of the signature is backed by a
“certificate”. The text comprising a digital signature has no particular standing when printed on paper or when
converted to another format (such as saving a MS Word doc as a pdf image). Always keep the original digital
file for proof of authenticity.

Displaying the Signature

MS Word documents, if opened in a protected view, may not display digital signatures. If this happens, it is OK
to click on the “Enable Editing” button to take the document out of protected view. The signature will then

display.
— = - . oy T
MEHR2-0 O8&EO= - 92924 (1).docx (Protected View) - Microsoft Word
Insert Page Layout References Mailings Review View Developer Acrobat

Protected View  This filg originated from an Internet location and might be unsafe, Click for more details. Enable Editing

W e e e e S

Do not confuse Protected View with the Marked As Final view. If you click on Edit Anyway, you will
remove the signature from the document.

/

FILE HOME IMSERT DESIGM PAGE LAYOUT REFERENCES MAILINGS

i MARKED AS FINAL Ak author has marked this document as final to discourage editing, Edit Anywa "

SIGNATURES This docurment contains valid signatures, View Signatures..,

VIEW DEVELOPER

You also may not be able to view headers/footers (including the signature panel) if the document is in Read
Mode or Web Layout. To check, go to the View menu, and ensure you are in Print Layout:

h fNSEﬁT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REWEW@

=] Outline | Ruler Q [':,, ] One Page Eg E D

& = Draft | Gridlines OO Multiple Pages
Rcad! Pnnt Web Zoom 100% MNew Arrange Split
Mode Layout Layout /| Navigation Pane EF Page Width Window Al
Views Show Zoom
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Working with Digital Signatures

Verifying the integrity of the signature/document

MS Word and Adobe Acrobat differ slightly in how to verify the signature.

MS Word is more stringent, and no changes to the document are permitted without removing the signature.

If the signature displays, the document has not been changed since it was signed. However, not all signatures
are valid (backed by a valid certificate of authenticity). Be sure to check the validity of the signature on any
documents received from the CVB.

The document may open with signature validity information displayed in a banner across the top:

E| H © O &~ EH BR | = IpseLorumOPonTemplateSigned.docx - Word

FILE HOME INSERT DESIGM PAGE LAYOUT REFEREMNCES MAILINGS REVIEW VIEW DEVELOPER DocTools BxtractChanges
0 MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway
@ sionaTures @ Th ins valid signatures, ") View Signatures... |

Mlme ol msm el o em

If there is no such banner, the validity of the signature may be checked by clicking on the Signatures button at
the bottom of the document. It will look like one of the images below, depending on your version of MS
Word.

PN 7\
Page:10f1 | Wordsio (R ) PAGE1OF1 2WORDS L[4
N

This opens a Signatures panel. Click on the down arrow next to a signature and select Signature Details.

Signature Details m
5 v X Valid Signature - The signed content has not changed and the signer's
Signatures ) certificate s valid.
Valid signatures: Signature type: XAdJES-EPES
NANC... 3/2/2017 |~ 3/2/2017 |
5> Sign Again WITH USDA-APHI |
0 Sonac DSDA wismmsase.,, .
Signature Details... x ﬁ POLICY, EVALUATION, AND LICENSING
ﬁ MO ENDDRSEMENT EXPRESSED |
Signature Setup.. I
Remove Signature USDA-APHIS Representative
signed by N
Issued by:  Entrust Managed Services 55P CA =
See the additional See information about
signing information that the signer...
was collected...
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Working with Digital Signatures

Adobe Acrobat

Acrobat also will, by default, display a banner when you open a signed document.
71 SignedPDF.pdf - Adobe Acrobat Pro

|Fi|e Edit View Window Help

“Gpen |@’(:neatev |@ E] E%) @| @@@E@ EE'

1 f1| Ik & |:ZHI: {*} 581% | v | | | T¢

| @ Signed and all signatures are valid. % Signature Panel

You can obtain additional information by clicking on the Signature Panel icon.

Signatures E |1|
B=|v Walidate All

&2 Rev. 1: Signed byl

Signature is valid:

If you do not see a see a Signature Panel
button, choose View > Show/Hide >
Navigation Panes > Signatures.

Likewise, you can right click on the
signature itself to see Signature
Properties.

L Document has not been medified since this signature was applied
Signed by the current user
- Signing time is from the clock on the signer's computer.
Signature is LTV enabled
Signature Details
Last Checked: 2017.03.08 10:35:44 -06'00"
Field: Signature? on page 1

Click to view this version

Unlike MS Word, however, Acrobat may allow certain types of changes to a signed document without
removing the signature. For example, | added a solid white rectangle to my signed document, which obscured
the last word in a sentence but the alteration was not immediately obvious on a white background. This was
allowed because it was considered to be a “comment” feature and not a revision to text. The signature
remained and was still considered “valid”. If there have been any changes, however, you will see Signature
properties similar to that shown below:

162 Rev. 1: igned by
Signature is valid:
This revision of the document has not been altered
There have been subsequent changes to the decument
Signed by the current user

Signing time is frem the clock on the signer's computer,

Signature is LTV enabled from the CVB have not been altered

Signature Details in any manner whatsoever after
Last Checked: 2017.03.08 10:48:35 -06'00" signing.

Cimles Clmmatiir~T mm o mmms

Ensure that documents received
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Saving Signed Documents

Submitters must save digitally signed CVB documents received via the portal because they are only retained in
the portal for 60 days after submission completion. It is important to save the documents without converting to
another document format (e.g., MS Word to pdf) so that the signature validity can continue to be verified.

Saving Signed MS Word documents

Even performing a “Save As...” action on an open signed MS Word document is considered to be a change and
will remove the signature. This can be avoided by renaming files and saving them to different locations while
they are closed.

When downloading a document from the portal, users are given the option to Open or Save. Click on the down
arrow next to Save and select Save As... This provides an opportunity to save the document to the location of
your choice and to rename for the save.

iomro ornnol

Do you want to open or sa\r—docx from ncahappspubd.aphis.usda.gov? | Open | | Save | vfzncel | x

Once you have completed the save, open the document. The portal typically offers that option with the
following bar that appears after saving:

‘ The testsave.pdf download has completed. | Open |V|| Open folder || View downloads | XL

If you wish to rename or move a digitally signed MS Word document after its initial download, you can

continue to do so with the closed document. Press E while holding down the Windows button to open
Wmdows Explorer Right-click on the desired document to obtain options to Cut/Copy/Rename.

1 '-Er——-'f
Ko~  » Computer » OSDisk(C) » Demo - Search Demo 2

E
(| Organize « ElOpen - Print E-mail Burn MNew folder = - [ @

=

- Mame Date modified Type Size -
test.docx 4/5/2016 2:45 PM Microsoft Word ... 187 KB
2 Tested2.docx 3/9/2016 11:13 AM Microsoft Word D... 52 KB
| TestEnclosure.docx A8 A T5T ARA hA; £ Wined 0 12 KB
Testlabell docx Open B
M=) Testlabell outgoing.docx Edit .

L going
Testlabel2.docx Mew AT
Testlabel2outgoing.docx Print

Testlabel2.docx
Testlabel3outgoing.docx
- TestResponsel.docx

Convert to Adobe PDF
Convert to Adobe PDF and EMail
Combine files in Acrobat...

B gws

_=|— TestEnclosure.docx Title: Add a title Scan with System Center Endpoint Protection...

Microsoft Word Document Authors:_ Open with 3

= — Upload using WS_FTP Upload Wizard

Restore previous versions

Send to 3

Rename

Wi
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Saving Signed Adobe Acrobat documents

In contrast, Adobe Acrobat does not consider a “Save As...” operation to be a document change. PDF files can be
renamed and moved with the document open or closed, without jeopardizing the signature or showing any
changes to the document after it was signed.

Converting “working copies” of signed Word documents to pdf

Firms should always maintain a copy of original signed Word documents for the validity reasons discussed above. It
is permissible, however, to create a working copy of the signed document as pdf if there are features of Adobe
Acrobat documents that make this working copy attractive.

If you use the “Save as Adobe PDF” feature in Word, the digital signature will be removed altogether.

To convert a Word document to pdf while retaining an image of the signature, use the following procedure.
e Elect to print the Word document.
o Select “Adobe PDF” as the printer.
e When you hit the Print button, you will be prompted where to save the pdf document being created.
Nothing will actually print to paper.

If you are attempting to convert an oversized label submission, you will need to adjust the paper size settings
to accommodate the larger page layout used in MS Word. There are different ways this can be done, and there
are certain documents that seem to work better one way vs. the other.

Go to the next page to see different methods.
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Method #1:
After selecting Adobe PDF as the printer, adjust the paper size setting on the same screen. Then go to Page
Setup. Set the Paper Source to OnlyOne, so the system is not expecting a tray with custom-sized paper.

Print

Printer
Adobe PDF

- 9D
Printer Properties

Settings

' |=D Print All Pages N
| The whole thing |
Pages | -
lP‘rinI: One Sided

Only print on one side of th...

Collated
123 123 123

Landscape Orientation -
-

1 Page Per Sheet -

Page Setup o

Custom Page Size
15" x 11.69"

Marrow Margins
Left: 0.5° Right: 0.5

oO=m] 8]

NCAH PORTAL CVB QUICK REFERENCE GUIDE

Page Setup

Layout

| Margins | Paper

Paper size:
|Custorn size E
width: 157
Height: 11.69°

Paper source

First page:

= _o

DOther pages:

Default tray (Automatically Select)

Automaticali Select

-

Default tray (Automatically Select) -

Auto maticali Select

-

Preview

Apply to: 'wnoledocumem EI

®©

Print Options...

ok || Ccancel |

= o
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Method #2:

Go to the Acrobat menu in MS Word and select Preferences.

B H S O&L- CH R | =
HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW

o 8E ¥ T & B

Create and Mail Create and Acrobat Create PDF and Embed
Attach to Email Merge @ Send For Review Comments ~ Run Action ~ Flash
Create Adobe PDF Create and Email Review And Comment Create and Run Action ' Flash
Once in the Preferences screen, 7. Acrobat PDFMaker -

select Advanced Settings

Settings | Securty | Word | Bookmarks
FOFMaker Settings
Conversion Settings: [Stmda'd e

llse these settings to create Adobe PDF documents suitable for reliable viewing -
and printing of business documents. Created PDF documents can be opened with —

View Adobe PDF result

Prompt for Adobe PDF file name
Ccnvert Document Information

FOF/A Compliance: | None v]

Annlirztinn Sattinae

) Standard - Adobe PDF Settings e
On the settings page, change the :
m Standard
3 General
Default Page Size and save the Images E
Farts Description
. . . Colar Lse these settings to create Adobe PDF documents suitable for reliable viewing and
settlng as a file name you will Ad ed printing of business documents. Created PDF documents can be opened with
vane Acrobat and Adobe Reader 6.0 and later.
Standards
remember: File Options
Compatibiity: | Acrobat 6.0 (PDF 1.5) -
Object Level Compression: [Maximm ']
Auto-Rotate Pages: lCoHed_ivdyby File ']
Binding: [Leﬂ v]

Resolution: g0 dots perinch

@ All Pages
() Pages From: To:

Embed thumbnails

ize for fast web view

Change height and
width to 22 x 22

Default Page Size

[] Show All 5

Save as "Custom22x22" or some other
recognizable filename

Saveds.. | | ok | | Cancel | [ Hep |

4
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Return to the Advanced = Acrobat PDFMaker o
Settings screen and click on @

the down arrow to change Settings
Conversion Settings from
“Standard” to the file name
you just created in the
previous step (in the example
this would be "Custom22x22").

Conversion Settings: | Standard s

eliable mewlng -

View Adobe PDF result

Prompt for Adobe PDF file name
Convert Documert Information Advanced Settings ... ]
PDF/A Compliance: [Nune -

Arnlin=stinn SatHinno

When you are done converting the oversized image, return your Conversion
Setting to "Standard" so it will work with standard 8.5 x 11” paper again.

Printing an Oversized PDF document

If you wish to create a print copy of an oversized label document but do not have paper large enough to
accomodate, first convert to pdf. You can then use the “Poster” option to print, which will allow you to assemble
a print copy from multiple pages.

1. Open the pdf document in Adobe Acrobat and Print to the printer of your choice.

2. Select the Poster option within the Print settings. The document will then print on multiple letter-sized
pages in a manner that they can be assembled to form the oversized page

TE _— i
,—g[pwﬁ | At | ts ©
Copies [1 [C1Print in graysesle (black and white)
Pages to Print Comments & Form
@ Al [Docurnenl and M 'tups i --]

Current page

| Sumrnarnze Comments |

Pages |1

Scale: 100% Pages:

25.5x33 Inc

i

i

e !

7] Cut marks Labels ;
i e | NN 0000

LI Tile only large pages [

Orientaticn: e :

@ Portrait i ;
Landscape e -t :. ........

l
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